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Las Amenazas a la Seguridad de las Organizaciones se estan Incrementando
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1. infection 2. search 3. update
Shuanet enters a system via a USH stck and Shanet thee checks whether 3 given I the system isn't a target,
proceeds 1o indect all machines running machine is part of the targeted indus- Shusnet does nothing: if it is,
McrosoMt Wisdiows. By beandinhing & dgital trial control system made by Skemens. the woem attempls 10
certficate that seems 50 show that it comes Such systems are deployed in ran to acoess the internet and
from a rebalie Company. T worm i able to run Ngh-Spead centrifuges that help GoOwnioad & MO ocon
eaade sAvmated-detechon systems. %0 enrich nuclear fuel version of Bself.
5. control
In the beginning. Stueet spies on the
operations of the targated system. Then it
uses the nformation & has gathered 1o ing that they won't know what's
take control of the centrituges, making QOing wrong until it's 1oo late to do
theen spin themssves 10 fakure, anytheng sbout it.

http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet



OUTBREAK: THE FIRST FIVE VICTIMS OF THE STUXNET WORM

The infamous Stuxnet worm was discovered in 2010, but had been active since at least 2009
The attack started by infecting five carefully selected organizations
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Critical infrastructure being hacked every year (Public news)
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Distribution
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Finland heating
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- Dallas road
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' San Francisco
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nuclear plant

2017

Wolf Creek
— nuclear plant

. Triton hit safety
systems

— WannaCry and
ExPetr (Dozens of
victims
worldwide)
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— WannaCry
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Leafminer APTs

. Tornado sirens
(Texas, USA)

Sharpshooter APT

ACSO Industries
— ransomware

Norsk Hydro
— attacked

Moscow water
treatment

— Noya plant (Japan)

— Water Metters
attacked (USA)

L Fessenheim
nuclear plant
(France)

Venezuela blackout
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Black Energy
Ataques APT en Ucrania

con documentos de Word

usando spearphishing
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Lansing BWL, Michigan 201 b
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http://www.lansingstatejournal.com/story/news/local/2 017/03/08/11-month s-la ter-

insura nce-still-reviewin g-bwl-cyber-atta ck/988476 80

City-owned utility
Phishing attack

Cryptor ransomware
$25000 ransom
$2 4M cost / $1.9M insurance claim

It took the insurance > || months to review the

BWL cyber attack
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Attacks-as-a-Service, Malware-as-a-
Service and Fraud-as-a-Service

kaspersky



Darkdide Ransomwareas a Service (Raad)
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$10,000,0

FOR INFORMATION LEADING TO
CONVICTION OF OWNERS/OPE

READY. T TI2TIII TXT - Notepad - O
Fide Edt Format View Help

[ Welcome to Dark )

#hat happend?

Your computers and servers are encrypted, backups are deleted. We use strong encryption algoritha
universal decryptor.

3ut you can restore everything by purchasing a special program from us -
Follow our instructions below and you will recover all your data.

. Sy Jata leak

DarkSide R:
As a Ser

SUBMIT TIPS VIA TELEPHONE

Follow-on contacts to b
WhatsApp, Telegram, S
of reporting pa

1-800-CALL-FBI

1-800-225-5324

| First of all we have uploaded more then 100 G8 data.

B Example of data:

- Accounting data

- Executive data

- Sales data

- Customer Support data

- Marketing data

- Quality data

- And more other...
Your personal leak page: http://darksidedxcftmga.onion/blog/article/id/ """ = o
The data is preloaded and will be automatically published if you do not pay.
After publication, your data will be available for at least & months on our tor cdn servers,

- =

https://tips.fbi.gov

Thi

a-Service (RaaS)

zados (de habla rusa)
lo varios anuncios en la
S para que participen
Jarkside RaaS. Esta es,
nsomware moderna
utilizar el servicio

ar a empresas de todo
riptografico, los

‘an ayudar a los

| normalidad durante el
iIrgo, también advierten
-ografico, dejaran el
todos los datos

6 meses.
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Paises y Actores
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LAZARUS
GROUP

Lo conocemos
desde 2015

Watering Hole:

- Rusia

- Norway
- India

- Nigeria

- Polonia

The Geography of financial attacks
by Lazarus group

The malware by Lazarus group, infamous for its theft of $81 million
from Central Bank of Bangladesh, has been active since at least 2009.
It has been spotted in the last couple of years in at least 18 countries.
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LAZARUS: ataques al sistema Swift

e

\
(SWII;T)

&
En 2015 11,000
Instituciones
financieras estaban
conectadas al SWIFT,
en mas de 200 paises
y territorios, que

cambiaran 15 millones
de mensajes por dia




BLUENOROFF:
Lazarus

Bluenorroff

Una unidad de

Ciber Espionaje

Ciber Sabotaje

Robo de dinero

Minado de
Cripto monedas

Desarrollo
Backdoors

Exfiltracion
datos

DoS

Infiltracion

Operacion C2

Ataques de
borrado






“Respuesta a Incidentes”

IN CASE OF
CYBERATTACK

BREAK GLASS
AND PULL CABLES










Panorama de amenazas 2021 /
2022

* Una re-integracion e internalizacion de las
operaciones dentro del ecosistema de la
ciberdelincuencia.

« El ransomware dirigido se ha convertido
en una amenaza relevante para el sector
financiero.

« Los grupos ransomware usan exploits de
dia 0 para comprometer las
organizaciones y ya no solo mediante
correo electronico.

* |ncremento de los Attackers as a Services




Panorama de amenazas 2021 /
2022

Expansion de los actores de amenazas

brasilenos al resto del mundo (Espafa,

Latinoamérica, Africa y Portugal).
Guildma, Javali, Melcoz, Grandoreiro

("la Tétrade") Amavaldo, Lampion y
Bizarro.

Ataques a puntos de venta PoS y ATMs.

Prilex se convirtio en Malware as a
Service (MaaS). El ecosistema
alrededor de Prilex integra grupo de
hackers maliciosos que atacan ATMs,
PoS, servicios DDoS, software para
clonar tarjetas de pago y otros.
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“Fundamentalmente, si alguien quiere
comprometer su red o dispositivo,
seguramente lo va a hacer...... asumamoslo

Debemos entender que estamos en medio de
una batalla, lo queramos o no y sequramente
su red ya fue comprometida de alguna
manera”

Michael Hyden
Ex-director CIA, NSA

Microsoft Enterprise Cloud Teaming
Whitepaper
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